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Section 1: Assessment Information

Instructions for Submission

This Attestation of Compliance must be completed as a
the subject entity compliance with the Fayment Card I
Pracedures (PC| PIN). Complete all sections: The entity is responsible

declaration of the results of the assessment of
dustry PIN Security Requiremenis and Test

for ensuring that each section is

completed by the relevant parties, as applicable. Contact the entity requesting the assessment [ e.0.
Payment Brand) for reporting and submission proceduras,

Part1. Entity and Qualified PIN Assessor (QPA) Information

Part 1a. Entity Organization Information

Company Mame:

DBA

CASYS

l International Card S',rstéms a0 CaSys International

Business

(doing business as): | Identifier:

Contact Name: Lidjs Vucidolova-Bogoevska | Tier
Telephone: +389 2 3293 B79 E-mail:
Business Address: Kuzman .Jusifmrski. Pitu N;1 i Gi{y: .

State/Province:

Skopje

URL:

hitp:fiww.ca sys.cum..rnl-:.f

[
| cls0
lidijavi@casys.com,mk
Skopje
Pastal Code; 1000
pplicable)

Part 1b. Qual-iﬁed PIN Assessor EunEr_ty lngnaﬁu{if a

Company Mame:

i. Compliance Control Ltd.

Lead QPA Contact
Marme:

[van Tverdakhleboy

Telephone:

+372 600 44 64

Business Address.

Punane tn, 16/1-414

State/Province:

Harju

URL:

www.compliance-control.eu

| Tite:

E—méil:

i City:

.l_f:‘,ou ntry: | Estonia

Country: | Macedenia

i Security -E:épert

ivanicompliance-controleu

| Tallinn

. T:'-Oﬁtai Code: : 13619
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Part 2. Executive Summary

Fart Za Scope Verification
Sarwcas that were INCLUDED in the scope uf the PCI PIN Assessment (check all that apply):

Ty'pe of senrlc:e{s] assessed:

E PIN Acquirer Payment P'ru::n:essmg FOS

] PIM Acquirer Payment Processing - ATM

E Remote Key Distribution Using Asymmetric Keys - Operations
[] Cenification and Registration Authority Operations

[ Kay-injection Facilities

[ Cthers (specify):

" Note: These categories are provided for assistance anly, and are nat intended to limit or pmdetsrmma an
entity's service description, If you feel these categories don't apply to your service, complete "Others. *if
you re unsure whether a categor}r mu!n‘ apply o your semce consult with the applicable payment brand.

PCI AQG for Onsite Assessments for use with PCI PIN Securily Requirements, v3.1 February 2023
B 2015-2023 PCI Security Standards Councll, LLC, Al Righls Reserved, Page 2
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Part 2a, Scope Verification (continued) ==

Services that are provided by the entity but were NOT INCLUDED in the scope of the PCI PIN
Assessment (check all that apply):

Type of service(s) not assessed:

(1 PIN Acquirer Payment Processing - POS

O PIN Acquirer Payment Pracessing - ATM

[ Remote Key Distribution Using Asymmetric Keys - Operations
[ Certification and Registration Authority Operations

[] Key-injaction Facilities

[ Other (specify):

were not included in the assessment:

Part 2b. Laca_uti'a ns

List types of facilities (Tor example, data centers, key-injection facilities, certification autherity operations,
etc.) and a summary of locations included in the FCI PIN raview.

Type of facility assessed: Date of Assessment Lm:"a't'ib_r_':_l_f_ﬁ] ) of facility {Eity, l.'-l:‘.ll.lf‘lil.'jl'::.l.l. e
Example: Data Center 18-20 June, 2018 | Bosfon, M4, USA
Head affice and Datacenter 23 Qctober 2023 Skopje, Macedania

Part 2c. Summary of Requirements T;sté.ﬁ”

Far each PCI PIN Reguirement, select ana of the following:
Full - The requirement and all sub-requirements of that requirement were assessed, and no sub-
requirements were marked as “Not Tested" or “Nat Applicable” in the ROE,

Partial — One or more sub-requirements of that requirement were marked as “Not Tested” or "Not
Applicaple” in the ROC.

Mone — All sub-requirements of that requirement were marked as “Not Tested" andfor “Not Applicable”
in the ROC.

For all requirements identified as either “Partial’ ar *None." provide details in the “Justificalion for Approach”
column, including:

Details of specific sub-requirements that were marked as either "Not Tested” andior "Mat Applicable” in
the ROC
Reason why sub-requirement(s) were nol lested or not applicable

PCI ADC for Onsite Assessments for use with PC! PIN Security Requirements, v3.7 February 2023
& 2019-2023 PCI Securily Standards Councll, LLC, All Rights Reserved. Page 3
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~Note: One tabls to be completed for each service covered by this AOC. Additional coples of this section are

available on the PCI 55C websits.

PCI PIN Cantrol

Part 2c. Summary of Requirements Tested (continued)

Details of Control Objectives Assessed

Justification for Approach
(Required for all *Partial” and “Nona” responses. ldantify which

Ohjective Full Partial i Mone sub-requirements wers nol tested and the reason.)
Control Objective 1 | A
= e Gl | =
Control Objective 2: | = 7] | 6-5 Asymmetric-key pairs are not usad for PINs
i protection
Control Objective 3; | ] | 8- PKlis not used for PINs/Keys protaction
Control Chjective 4: ] | ] | 12-8 Key-establishment protocols using public-key
i cryptoaraphy are not used to distribute secret keys
| 15-2 Pl is not used for PINs/Keys protection
Control Chjective 5: | [ ] ] | 18-2 PKI is not used for PINs/Keys protection
| | 19-3 PKI is not used for PINs/Keys protection
Control Objective 8. | [ ] | [ | 20-2 POl devices are not supporting multiple acquiring
| | organizations
! 20-3 There are no keys generated by a derivalion
Rrocess
20-4 DUKPT or Derivations are not supported
22-2 — There is no key-loading activity far POls or KLD
Contral Objective 7: =l O
Annex Al — ] ] ] Mat Applicable
Control Objective 3:
Annex A1 - ] ] ] Mot Applicakle
Control Objective 4: |
Annex A1 — H 0 | [ | MotApplicable
Control Objective 5: i
Annex A1 — [ 7 | O | Motapplicable
Control Objectlve &: |
Annex AZ — ] O | O Net Applicable
Control Objective 3
Anngx AZ — O | O I Mot Applicable
Cantrol Objective 4:
Annex A2 - ] ] ] Mot Applicable

Control Objective 5;

PCIAQC for Onsite Assessments for use with PCI PIN Security Requirements, v3.1

February 2023
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Part 2c. Summary of Requirements Tested (continued)

Details of Control Objectives Assessed

. Just]ﬁ:::ati-nﬁ fur- #-.pp;:;aﬁh

|
PCl PI!‘Q ':F'"tml 1 - {Required for all “Partial® and "Mone” responses. Identify which
Objective . Full Partial | None subsroguirarnents warn not lested and the reason,)
Annex A2 — O (| ] Mot Applicable

Cantral Ohjective 6;

Annex AZ — i\ O | (M U Mot Applicable
Control Objective 7: | '
| ! = e
Annex B - | N | [0 | NotApplicable
Control Objective 1: I
Annex B — O L] [l Mot Applicable
Control Objective 2:
Annex B - ] O [] | Not Applicatle
Control Objective 3: '
Annex B — ] ] 1 | Mot Applicable
Control Objective 4: |
Annex B — O ] ] | Not Applicatle
Control Objective 5 |
Annex B — . Wi [] | NotApplicable
Control Objective 6:
Annex B — ] ] ] Mot Applicable
Control Objective 7:
FPCIAQC for Onsite Assessments for use with PCI PIN Security Requiremeants, v3.{ Fetruary 2023

@ 20719-2023 PCI Securify Standards Councll, LLC, Al Rights Raserved, Fage 2



Section 2: Report on Compliance

This Attestation of Compliance reflects the results of an onsite assessment, which is documented in an

accompanying Report on Compliance (ROC).

The assessment documented in this attestation and in the ROC was
completed an:

November 6, 2023

Have compensating controls been used to meet any requirement in the ROC? | [ Yes [ No
Were any requirements in the ROC identified as being not applicable (N/A)? B Yes [ No
Were any requirements not tested? [¥Yes 2 No
Were any requirements in the ROC unable to be met due to a legal constraint? | [ Yes B No
FCIAQC far Onsite Assessments for use with PC! PIN Security Reguiremants, v3.1 February 2023
Fage &

& 2018-2023 PCI Secunity Standards Counefl, LLC. Al Rights Reserved.
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Section 3: Validation and Attestation Details

Part 3. PC] PIN Validation

This AOC is based on results noted in the ROC dated November 6, 2023.

Based on the resulls documented in the ROC noted above, the signatories identified in Paris 3b-3c, as

applicable, assert(s) tha following compliance status for the antity identified in Part 2 of this document
[check one):

1  Compliant: All sections of the F‘CI F‘lN ROC are complete, all questions answered aﬁurmatwe!y
resulting in an overall COMPLIANT rating; thereby International Card Systems AD CaSys
International has demonstrated full compliance with the PCI PIN Security Requirements,

[J | Non-Compliant: Not all sections of the PCI PIN ROC are complete, or not all questions are answered
affirmatively, resulting in an overall NON-COMPLIANT rating, thereby (Saervice Provider Company
| Mame) has not demonsirated full compliance with the PCI PIN Security Requiraments.
| Target Date for Compliance:
An entity submitting this form with a status of Mon-Compliant may be required to complete the Action
Plan in Part 4 of this document. Check with the paymenf hrand{s} bﬂmre comp.'errng Fart 4.

[0 | Compliant but with Legal exception: One or mare requirements are marked “Mot in Place” duefo a
leqal restriction that prevents the requirement from being met. This opticn requires additional review
from acquirer or payment brand.

If checked, complate the following:

Affected Requirement | Details of how legal constraint prevents requirement being met |

Part 3a, A:knnwledgement of statu

Signatory(s) confirms:
({Check all that apply)

The ROC was completed according tu the FCI PIN Security Requrramenrs and Testing Proceduras,
Version 3.7, and was completed according to the instructions thersin,

= AII |nfom'|at|-::r1 within the above-referenced ROC and in this attestation f2irly represents the results of
| my .ElESEESﬂ‘I‘EI‘Il in all matenai respecls

E’i [ 1 have read 1he PCI PIM and | recognize Thaﬂ must maintain PCI PIN mmplnance as Epﬁ[IEEhEE to my
| enviranment, at all times,

= | W my environment changes, | rEDnngE I must reassess my envlronment and implement any
additional PCl PIM requirements that apply.

PCI AQC for Onsite Assessments for use with PCI PIN Security Requirernants, va.1 February 2023
2 2019-2023 PCI Security Standards Council, LLC. All Rights Reserved, Page 7
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_Part 3b. Assessed Entit;-.r PIN Se(g.lnty Attestatlon

Srgnature of Exgcutive r:.;rrr cer of Assessed Entily

_Assessed Entity Executive Officer Mame:  Filomena Pljakovska Asprovska x\ T 5
e | CEO Ny
Date: Wovembaer 6, 2023

Part 3!:. Quallﬂad PIN Assessor [QPA] Cumpany Aclmowledgement

Descrlhe the role perﬁ::nﬂecﬁ by the QPA and | QPFA Performed assessmen! and reporting
athers that participated from within the QPA |
Company:

Slgnature of Duly Authorized | Date: Nnvsmher 6, 2023

Duly Autharized Officer Name: | QFA Cc:mpany Cnmphance Cantrol
Ivan Tverdokhlebov | Lid.
PCI AOC for Onsite Assessments for use with PCI PIN Security Requirements, v3.7 February 2023
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Select the appropriate response for "Compliant to PCI PIN" for
of the requirements, you may be required to pravide the date yo
and 2 brief description of the actions being taken io meaet the requirement.

the requirement

Part 4, Action Plan for Non-Compliant Requirements

Check with the applicable payment brand(s) before compiefing Parf 4,

PCI PIN Control
Objective

Control Ohjective 1

Control Objective 2

Cantrol Objective 3:

Control Objoctive 4

Control Ohjectve &

ZCaontral

Contral Objective 7.

Annex A1 -

Conlral Objactive 3: |

Annex AT -

Contral Objective 4.

Annax Al —

Caontrol Ohjective 5

Annex A1 -
Conlrol Objective &

Annex AZ =
Contral Objective 3

Objective &

Description of Contral
Objective

. | PINs used in transactions
governed by these requirements
are processed using sguipment
and mathodalogies that ensure
{hey are kepl secure.

Cryptographic keys used for PIN

encryplionidecryption and related

key management are crealed
using processes fhat ensure that it
is not possible to predict any key
or determine that certain keys are
muore probable than othar k&ys,

Keys are conveyesd or transmitied
| in a secure mManner.,

FiM-zoceptance devices is
handied in 8 secuUre mannar.

Keys are used in & manner thal
prevents or detects their
unautharized usage.

Keys are adminisiered in a secure
MEnner.

Equipment used lo process PlMs
and keys Is managed In @ secure
manner.

| Keys are conveyed ar transmitied
in B SeCUre manner.

Key-loading to HSMs and PO
PiM-acceplance deyicas 13
handled in & secure manner,

Keys ara used in a manner that
| prevents or detects their
unauthorized usage.

| Keys are administared in & sEcUre
manmer.

Keys are canveyed of transmitted
in a secura Manner.

| Compliant to PCI PIN |
| Control Ohjective

| (sclectOng) |
YES WO |
2 O
O
= O
= 0
X O
= O
= O
O O
0 O
N O
O] O
O O

sach requirsment. If you answer ‘Mo’ o any
ur Company expects to be compliant with

Remediation Date and
Actlons
(If “NO" selected for any
Control Objective

MR

Pf

L NIA

RIS

Pfd

ECl AQC for Onsite Assessments for use with PGl PIN Security Requirements, v3. 1
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Control Chigctive &:

PCI PIN Control
Objactive

Annex A2 —

Control Objective 4.

Annex A2 =

Control Objective 3

Annex A2 —
Contral Objective 6

Annex AZ =
Control Objective 7

Annex B -

Control Chjective 1!

Annex B -
Contral Objeclive 2

Annax B -

Control Ohjective 3

Annex B -
Control Ohyjactiva 4

Annex B —

Conirol Objective &:

Annex B =

Annex B —

Control Ohjective 7

A
EXPRESS

e Discever e

Global Netwaork - E‘E

Description of Control
Objective

Key-loading 1o HSMs and POI
PIM-acceptance devices is
handled in a secure manner.

kays are used in a mannsr thal
prevents or datects their
unauthorzed usage.

Keys are administerad in 8 secure
mannar.

Equipment used to process Pils
and Keys s managed in a sacure
manner,

PIMs used in tfransactions
governed by these requirements
are processed using eguipment
and methodologies that ensure
they are kepl secura,

Cryptographic keys used for PIM
encryplicnidecryption and related
key management ara created
using processes thal ensure hat it
is nol pessible o predict any key
or determine that certain keys ara
more probable than other kays

Keys are conveyed ar transmitied
in a secure manner.

Key-loading to HSMs and POI
PiN-acceptance devices is
handled in a secure manner.

Keys are usad in a manner thal
pravents or detects thelr
unauthorized usage.

Feys are administered in @ securg
manner,

Equipment usad to process PlMNs
and keys is managed in a secure
manner.

B — _
| Compliantto PCIPIN | Remediation Date and

Control Objective

__(SelectOng)
YES . MO
0 O
] ]
L] O
O O
] L]
0 | B
O O
O O
O O
[] []

]

-

A

| MfA

| N

| NiA

PEA

A

P
[ MiA
A

| A

i 3

Actions

iIf "NO" selected for any

Contral Objactive

PCI ADC for Onsita Assessments for use with PCI PIN Securily ReE;ujremen:s. v
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